Abstract-Understanding the epidemic dynamics, and finding out efficient techniques to control it, is a challenging issue. A lot of research has been done on targeted immunization strategies, exploiting various global network topological properties. However, in practice, information about the global structure of the contact network may not be available. Therefore, immunization strategies that can deal with a limited knowledge of the network structure are required. In this paper, we propose targeted immunization strategies that require information only at the community level. Results of our investigations on the SIR epidemiological model, using a realistic synthetic benchmark with controlled community structure, show that the community structure plays an important role in the epidemic dynamics. An extensive comparative evaluation demonstrates that the proposed strategies are as efficient as the most influential global centrality based immunization strategies, despite the fact that they use a limited amount of information. Furthermore, they outperform alternative local strategies, which are agnostic about the network structure, and make decisions based on random walks.
I. INTRODUCTION
Outbreak of infectious diseases is a serious threat to the lives of people and it also brings serious economic loss for the victim countries. So, it is very important to discover the propagation rules in social groups in order to prevent the epidemics or at least to control the epidemic spreading. Vaccination allows to protect people and prevent them to transmit disease among their contacts. As mass vaccination is not always feasible, due to limited vaccination resources, targeted immunization strategies are of prime interest for public health. Impact of the contact network topology on disease transmission is a hot topic in the complex network litterature. A lot of work has been done towards this direction [1] , [2] , [3] , [4] , [5] , [6] , [7] , [8] .
Top-ranked influential spreaders need to be identified for targeted immunization. In social networks, nodes with high centrality are considered to be the influential nodes. Since the most central nodes can diffuse their influence to the whole network faster than the rest of nodes, they are the ones to be targeted. Unfortunately, there is no general consensus on the definition of centrality and many measures have been proposed. Degree centrality and betweenness centrality are the most popular ones [9] , [10] , [11] , [12] . Targeting of highcentrality individuals in a network is a global strategy because it requires the knowledge of the whole network. The main drawback of these strategies is that very often there is no information available about the global structure of the real-world networks. Hence, efficient immunization strategies, based on locally available network information are of prime interest. Such strategies rely only on local information around selected nodes. The most basic strategy is random immunization where target nodes are picked at random regardless of the network topology. In acquaintance immunization, the selected node is chosen randomly among the neighbors of a randomly picked node. As randomly selected acquaintances of nodes are likely to have more connections than randomly selected nodes, this method targets highly connected nodes. It can be viewed as a local approximation of a global degree based strategy.
It is well-recognized that numerous real-world networks ranging from biological to social systems share some topological properties. They are scale-free and exhibit the smallworld property. Furthermore, they are characterized by a high clustering coefficient and a well-defined community structure. While a lot of research has been done to study and understand the effect of the degree distribution of the network on the dynamics of epidemic spreading, the impact of the community structure has not been paid a lot of attention. More recently, this property of the networks is exploited to control the spreading of disease [13] , [14] .
Unfortunately, these studies feature two significant shortcomings. Firstly, the community structure of the empirical data is questionable. Indeed in [13] the ground truth community structure is based on a functional definition that is not necessarily encoded in the network topology while in [14] the authors rely on the results of a community detection method to uncover the community structure. As there is no consensual community detection method, results are very sensitive to this issue. Secondly, simulated data are based on simple models that do not reproduce properly the community structure observed in real-world networks. The main contributions of this paper are twofold. To overcome previous research drawbacks, we analyze the impact of the community structure using a more realistic community-structured benchmark with controlled topological properties. Furthermore, we introduce new local influence measures based on the community structure. An extensive experimental evaluation is conducted in order to investigate their efficiency as compared to global centrality measures and the local Community Bridge Finder algorithm (CBF) introduced in [13] , which has been designed for community structured networks. The remainder of this paper is organized as follows. In section 2, the benchmark model is introduced and its main properties are recalled. In the section 3, the immunization techniques are presented. Section 4 is devoted to the experimental results. We conclude with a discussion of our observations and findings in section 5.
II. SYNTHETIC BENCHMARK DATA
Generative models allow producing large collections of synthetic networks easily and quickly. These models also allow to control some topological properties of the generated networks, so as to get them close to the targeted system features. The only point of concern is how closely the generated networks are able to represent the real-world networks, which is necessary for obtaining relevant test results. To date, the LFR (Lancichinetti, Fortunato and Radicchi) [15] model is the most efficient solution in order to generate synthetic networks with community structure. Consequently, it is used to generate the networks with a non-overlapping community structure. It is based on the configuration model (CM) [16] , which generates networks with power law degree distributions. The generative process of the LFR algorithm performs in three steps. First, a network with power-law degree distribution with exponent γ, is generated using the configuration model. Second, virtual communities are defined so that their sizes follow a power-law distribution with exponent β. Each node is randomly assigned to a community, with the constraint that the community size must be greater than or equal to the node's internal degree. Third, an iterative process takes place in order to rewire certain links, so as to get the proportion of intra-community and intercommunity links close to the mixing coefficient value µ, while preserving the degree distribution. This model guarantees to obtain realistic features (power-law distributed degrees and community sizes) for the generated networks. It also includes a rich set of parameters that can be tuned to get the desired network topology. These parameters are, the mixing parameter µ, the average degree k, the maximum degree k max , the maximum community size c max , and the minimum community size c min . For small µ values, the communities are distinctly separated and thus easily identifiable because of lesser intercommunity links. Whereas, when µ increases, the proportion of inter-community links becomes higher, making community distinction and identification a difficult task. The network has no community structure for a limit value of the mixing coefficient given by:
where n and n max c are the number of nodes in the network and in the biggest community, respectively [17] .
III. IMMUNIZATION STRATEGIES
Targeted immunization strategies can be divided in two categories based on their requirement about the knowledge of the network topology. Global strategies exploit the knowledge of the full network structure in order to find the influential nodes while local strategies are able to work with a limited amount of information.
A. Global strategies:
These immunization strategies are based on an ordering of the nodes of the whole network according to an influence measure. Nodes are then targeted (removed) in the decreasing order of their rank. The influence of a node is computed according to some centrality measures. In this study, the most influential centrality measures (degree and betweenness) are considered in order to compare with the proposed strategies. We have not considered k-core centrality for evaluation as it is shown to be not very effective in finding the influential nodes for targeted immunization. [14] 1. global deg: Degree centrality denotes the number of immediate neighbors of a node, i.e. which are only one edge away from the node. It is simple but very coarse. It can be interpreted as the number of walk of length 1 starting at the considered node. It measures the local influence of a node. It has many ties and fails to take into account the influence weight of even the immediate neighbors. Even if it is a local measure, the immunization strategy is global because it needs to rank all the nodes of the network according to their degree.
global bet cent:
Betweenness centrality defines the influence of a node based on the number of shortest paths between every pair of node, of which it is a part of. It basically tries to identify the influence of a node in terms of information flow through the network. In this strategy, the nodes are targeted based on their overall betweenness centrality. The computation of betweenness has high time complexity.
Note that removing a node can modify the network topology and hence the centrality of the remaining nodes might not be the same. So, the centralities of the remaining nodes after removing the node with highest centrality need to be recalculated. In the global strategies, we have recalculated the centralities of the remaining nodes after removing nodes with highest respective centrality measures.
B. Local strategies:
Various methods based of the community characteristics are proposed to immunize or remove the nodes from the communities in order to control the epidemic spreading. These strategies are local because they only require information at the community level. In the case where the community structure is unknown, it can be uncovered with local community detection algorithms. Therefore, these strategies do not require any information about the global structure of the network. In a network with community structure, the degree of a node can be split into two contributions: the intra-community links connecting it to nodes in its own community and the inter-community links connecting it to nodes outside its community. Strength of the community structure of a network depends upon inter and intra-community links. A network is said to have a strong and well-defined community structure if a small fraction of total links in the networks lies between the communities. On the contrary, if a large fraction of total links lies between the communities, then the network does not contain well-defined communities and it is said to have a weak community structure.
The topology of a network can be fully specified by its adjacency matrix A. In the case of an undirected, unweighted network, A(i, j) is equal to 1 if i and j are directly connected to each other otherwise it is equal to zero. Considering a community C of a network, the total degree of a node i can be split in to two parts:
The degree k i of a node i is equal to the total number of its connections, k i = j A(i, j). The Indegree of a node is equal to the number of edges connecting it to other nodes of the same community and can be calculated as k in i (C) = j∈C A(i, j). The Outdegree of a node i is equal to the number of connections to the nodes lying outside the community and can be calculated as k out i (C) = j / ∈C A(i, j).
inout diff nodes:
In this strategy, the nodes targeted for immunization are ranked according to the difference of their indegree and outdegree. For a node i, this difference is given by:
A fraction of the nodes with highest k iod i
in each community are removed from the network. The reason for selecting these nodes is that they are more committed to their community and have very few connections outside their community. It is speculated that, removing these nodes will weaken the community structure of the network.
outin diff nodes:
In this case, nodes are targeted for immunization based on the difference of their outdegree and indegree. For a node i, it is given by:
These nodes share more connections with nodes outside their community than inside. So, they act as bridge between the communities and are responsible for spreading the information outside of their community. It is speculated that removing such nodes will stop the information flow between different communities.
indeg nodes:
In this strategy, a given fraction of total nodes in each community with the highest indegree centrality are selected for immunization. These nodes can be considered as the core of their community which are responsible for maximum information flow inside the community. If these nodes are removed, it may weaken the community structure of the network and thus prevent the epidemic spreading inside the communities.
outdeg nodes:
In this strategy, nodes are targeted based on their outdegree centrality. A fraction of nodes with highest outdegree centrality, in each community are removed from the network with the intention of isolating the different communities. The idea is to break the bridges between the communities and thus to prevent the epidemic spreading across the communities.
community bridge finder (CBF):
Along with degree and betweenness centrality based strategies, the proposed strategies are also compared with a stochastic strategy, CBF, proposed by Salathe et al. [13] . The CBF algorithm is a random walk based algorithm, aimed at identifying nodes connected to multiple community. The algorithm begins with selecting a random node as the starting node. Then a random path is followed until a node is found that is not connected to more than one of the previously visited nodes on the random walk. It assumes that such node is more likely to belong to a different community. This strategy is completely agnostic about the network structure.
In the local strategies the number of nodes to be removed from a community is proportional to the community size.
Hence, more nodes are removed from larger communities than from the smaller communities.
IV. EXPERIMENTAL RESULTS
To investigate the efficiency of the proposed strategies, synthetic networks are generated using the LFR algorithm. Several studies of real-world networks are considered in order to select appropriate values for the network parameters. For the power-law exponents, we have used γ = 3 and β = 2, which seem to be close to most of the real-world networks. Concerning the number of nodes and links, no typical values emerge. Studies show that the size of real-world networks can differ very much, ranging from tens to millions of nodes. It is also difficult to characterize the average and maximal degrees of the network because of their variable nature. As a result, we selected some consensual values for these parameters, while also keeping in mind the computational aspect of the simulations [18] . The values of the parameters used for LFR networks generation in this study are given in the Table I . In order to better understand the influence of the community structure, networks with various µ values (ranging from 0.3 to 0.7) are generated. For each µ value, 10 sample networks are generated. To study the spread of an infectious disease in a contact network, the popular SIR model of epidemic spreading is used. Each node in the network is in one of the three possible states: (S)usceptible, (I)nfected, or (R)esistant/immune. Susceptible nodes represent the individuals which are not yet infected with the disease. Infected nodes are the ones which have been infected with the disease and can spread the disease to the susceptible nodes. Resistant nodes represent the individuals which have been infected and have been immunized or died. These nodes are not able to be infected again, neither can they transmit the infection to others. Initially, all the nodes are treated as susceptible. After this initial set-up, a fraction of nodes are chosen at random to be infected and the remaining nodes are considered to be susceptible. The infection spreads through the contact network during a number of time steps, where λ is the transmission rate of infection being spread from an infected node to a susceptible node, and I is the number of infected neighboring nodes. Infected nodes recover with rate σ at each time step. After the recovery of a node occurs, its state is toggled from infected to resistant. Simulations are halted if there are no infected nodes left in the network, and the total number of infected nodes is analyzed. Each simulation is run on these 10 networks and the mean values of the results together with their standard deviations are reported in the figures. Fig. 1 illustrates the impact of the mixing parameter, µ on the total infected nodes during the epidemic spreading. It can be observed that as µ increases, the total number of infected nodes during the epidemic spreading also increases. Indeed, the inter-community links i.e. the links between communities act as the carrier of the information across different communities, and consequently, they play a major role in the epidemic spreading. The infection starting inside a community spreads easily to other communities through these inter-community links. The total number of infected nodes increases when the community structure gets weaker. On the contrary, when the communities are very cohesive, there is few inter-community links and the epidemic is trapped in the community where it started. The simulations are performed with different values of recovering rate, σ, as there might be different rates of recovery in real world scenarios. It can be observed that for small values of σ, epidemic spreads over a larger population than in the case of large value of σ. Indeed, infected nodes recover at a very lower rate in the case of low σ, and hence keep on spreading the infection. It takes more time to get all the infected nodes in the network to the recovered state. Whereas, when the recovery rate is high, the infected nodes recover before the epidemic spreads to a larger population.
The results of the simulations using various available and proposed immunization strategies are shown in Figs. 2 and 3. Fig. 2 illustrates the results for low values of transmission and recovering rate (σ and λ are both equal to 0.1). Note that the global centrality based methods (degree, betweenness) are very efficient. After removing or immunizing only 30% of the nodes, epidemic spreading has died. This is expected as both the methods exploit the information about the overall network topology. When the CBF strategy is used, 50% nodes need to be removed in order to stop the epidemic spreading. This is the price to pay for not knowing the global structure of the network. More interesting, the proposed indegree and outdegree centrality based methods, indeg nodes and outdeg nodes respectively, are almost as effective as the global centrality methods despite the fact that they are agnostic about the full network structure. Furthermore, they perform a lot better than the CBF strategy, with just the information about the community structure of the network. The reason why the proposed methods are as effective, can be explained by the specific position of the targeted nodes within the network. The nodes with the highest indegree can be considered as the core points of their community. In a network of people, these individuals are the leaders, representatives or agents of information flow in their communities. These high indegree nodes are connected to many other nodes in their community. Most of the regular nodes in a community are not directly connected to each other. They are connected with each other through the paths which would most likely contain these high indegree nodes. When these high indegree nodes are removed from the communities, the communities breaks from inside.
In other words, the paths connecting the regular nodes to each other are broken. The remaining nodes are not able to contact each other and thus the epidemic is not able to affect a significant part of community, and it dies soon. Whereas the nodes with the highest outdegree are the ones which have lot of connections to other communities. In a group of people, these are the individuals which pass all the information contained in their group to other groups. These nodes can be considered to be the bridges between the communities. When these nodes are removed, most of the paths or bridges between different communities are lost. Communities are isolated and thus the epidemic is not able to spread across the communities. The underlying idea in selecting these centrality measures is that they intuitively represent the global degree and betweenness centralities at the community level. A node with a high indegree or outdegree has generally a high overall degree. Indeed, the total degree of a node is the addition of indegree and outdegree. A node with high indegree is probably a node with a high betweenness measure in its community, as it will be contained in most of the paths connecting the regular nodes to each other in the community. Similarly, a node with high outdegree is probably a node with high betweenness measure in the overall network. Indeed, these high outdegree nodes are part of most of the paths connecting the nodes falling in different communities. Fig. 2(a) shows the results of the immunization strategies for a strong community structure with µ = 0.3. In other words, the communities are densely connected and there is a low proportion of inter-community links. Here, we observe that even the proposed inout diff nodes method gives better results than the CBF strategy. In the case of strong community structure, most of the nodes have all the connections inside their community. The inout diff nodes method selects the nodes to be immunized on the basis of the highest difference of indegree and outdegree. It targets the nodes which have more connections inside their community than outside. These nodes are more committed to their community, and have very few connections outside of their community. These nodes are the ones which once infected from outside, have a greater chance of infecting the whole community. So, targeting these nodes helps to prevent the epidemic spreading in a network with a strong community structure. In Fig. 2(c) , µ = 0.7, the network has a weak community structure, i.e. around 70% of the links lie between the communities. In this case, inout diff nodes method is not that effective, but outin diff nodes method works better than both CBF and inout diff nodes. outin diff nodes method selects the nodes on the basis of highest difference of their outdegree and indegree. These are the nodes which have more connections to the other communities than to their own community. After catching the infection from inside their community, these nodes quickly spread the infection to other communities because of their numerous outside connections. In the case of weak community structure, the outin diff nodes method works better as it targets the nodes which work as bridges between the communities and are responsible for spreading the epidemic across different communities. In the case of µ = 0.5, (See Fig. 2(b) ) when inter and intra-community links are almost as numerous, the inout diff nodes and outin diff nodes are not very effective. Indeed, the difference of indegrees and outdegrees of the nodes is around zero in this case, and these methods are not be able to decide which are the influential nodes. Fig. 3 reports the SIR simulation results for λ = 0.9 and σ = 0.1. The results are very similar except the fact that in this case, a greater number of nodes need to be immunized in order to stop the epidemic spreading. This is true for all the strategies. For example, when λ is equal to 0.1, degree and betweenness centrality based methods required only 30% of the nodes to be removed to mitigate the epidemic spreading, whereas now they require 50% of the nodes to be immunized or removed. Indeed, when λ increases, the probability of an infected node to infect its neighbors gets higher. So, the epidemic spread at a higher rate, and thus more nodes are needed to be immunized to prevent the epidemic spreading.
To summarize, according to the experimental results, the proposed indegree and outdegree centrality based strategiesindeg nodes and outdeg nodes respectively, are effective in identifying the influential nodes to be selected for immunization to prevent or mitigate the epidemic spreading. These methods are as effective as the global degree and centrality based methods, but they do not require any information about the global structure of the network. The proposed strategies perform better than the CBF algorithm, with only the information about the local (community-wise) structure of the network. This suggests that the local information is sufficient in order to design an immunization strategy.
V. CONCLUSIONS
There might not be enough information available about the global structure of the underlying relevant contact network in order to control the epidemic spreading. Therefore, efficient immunization strategies are required that can work with the information available at the community level. Results of our investigation, on a realistic synthetic benchmark, show that the community structure plays a major role in the epidemic dynamics. It is observed that the proposed indegree and outdegree centrality based immunization strategies are efficient methods to control the epidemic spreading. These strategies work as well as the global centrality measures (degree and betweenness), without any knowledge of the global network structure. Therefore, these centrality measures defined at the community level are good approximations of global centrality measures. The indegree of a node represents its degree and betweenness centralities, relative to its own community, whereas, the outdegree centrality of a node represents these global centralities relative to the other communities of the network. However, unlike global centrality measures, the proposed measures do not need to have any knowledge of the global network topology and thus can be easily and quickly computed. Furthermore,they perform better than CBF. Performances of the two other proposed local strategies (inout diff nodes and outin diff nodes) depends on the strength of the community structure. In a network with strong community structure, inout diff nodes method performs better, whereas outin diff nodes method is more efficient in the case of weak community structure. Finally, the main lesson of this work is that exploiting the local information on the network topology can be very effective in order to design efficient immunization strategies that can be used in large scale networks. These preliminary results pave the way for more investigations on alternative community topological measures.
